Topic 6: Health and Welfare Traffic Management
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Objectives
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Welcome to Topic 6. 

This topic provides an overview and guidance for the management of health and welfare messages on behalf of the American Red Cross and other agencies. After reading the topic material the user will acquire the knowledge related to health and welfare traffic management.
 
Student Preparation Required:
 
· Be familiar with ARRL Radiogram and how to use it.

Information
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Since basic message and traffic handling has been discussed in detail in Chapters 8 and 9 of the ARECC Level 1 course, we will only attempt to review it here.
 
One of the greatest challenges during a disaster is efficiently moving large volumes of formal “health and welfare” messages, or as the American Red Cross calls them, “Welfare Information” (formerly “Disaster Welfare Inquiries” or DWI).
 
The ARRL-recommended precedence for this type of message, “Welfare” (W), refers to either an advisory message from the disaster area that indicates a person’s status, or an inquiry as to the health and welfare of an individual in the disaster area.

Red Cross Disaster Relief

[bookmark: text3106anc]The American Red Cross was chartered by Congress to provide disaster relief services in the United States and its possessions. The Salvation Army and state and local agencies may also handle welfare messages, but usually do so in concert with the Red Cross.
                                         
When working with the ARC on its Individual Client Services - Welfare Information program, you are encouraged to coordinate your activities with your local chapter. This is an essential element of pre-planning; don’t wait until an emergency is imminent. Remember that the first choice for Health and Welfare information for the ARC is using its own “Safe and Well Program” which uses Internet capabilities and phone calls.  

The first choice of the American Red Cross for handling Welfare Information messages 
is via its own normal communication channels in the “Safe and Well Program.”
Respect any moratorium on Welfare Information messages the ARC imposes – usually up to the first 72 hours, depending on the scale of the disaster. The moratorium gives ARC staff time to move in and set up in the affected area, and to establish offices and networks to handle the inquiries. A message coming out of the affected area has a much greater chance of being delivered than one going in, and when that outbound message is delivered it may prevent a dozen inbound messages from being created – this reduces the overload on the system. The ARC and the Department of Homeland Security offer the following advice:

· It may be easier to make a long-distance phone call than to call across town, so an out-of-town contact may be in a better position to communicate among separated family members.
· Be sure every member of your family knows the phone number and has coins or a prepaid phone
card to call the emergency contact.
· You may have trouble getting through, or the telephone system may be down altogether, but be 
patient.

It will be easier for those who are concerned about your welfare to reach the out-of-town contact than to reach you in the affected area. If you share this information with your relatives and friends, they will get information faster and not compete for the scarce phone lines still working in the affected area, thus leaving them available for higher priority emergency response communications.
 
The American Red Cross first attempts to handle Welfare Information messages through its normal communication channels. If the volume of message traffic to and from the disaster area is too great, or if normal channels are disrupted, the National Traffic System may be called upon to assist with the overload.

Handling Procedures
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Follow locally established procedures, or those specified for the particular event, for feeding messages into the system and delivery at the disaster site. Depending on the situation, messages may be sent to the appropriate Red Cross office for delivery by its staff, or Amateurs may be asked to handle delivery on their own.
 
Remember: follow local ARC guidance on this issue, since they have the ultimate responsibility for handling disaster welfare messages of all kinds.

Monitoring The Situation
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NTS net managers and members should listen to bulletins from ARRL HQ and appropriate nets on the status of health and welfare traffic handling, especially with respect to any special nets/frequencies that may be dedicated to welfare traffic handling. News of any ARC moratoriums will usually be included in ARRL bulletins. Maintain close contact with the American Red Cross or The Salvation Army as appropriate, since most inquiries are handled through these organizations.

Dealing With Large Volumes Of Traffic
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The NTS policy is to handle as many Welfare Information messages as possible, but higher- precedence messages must be handled first. NCS operators for nets handling welfare traffic must pause frequently to ask if any stations have emergency or priority messages.
 
In a widespread disaster, it is seldom possible to handle all the welfare traffic quickly and efficiently. At times, Welfare Information messages pile up alarmingly, even to the extent that much of it is never delivered.
 
In these cases, high volume digital modes should be used rather than slower phone and CW. In the past, special RTTY, AMTOR, fax, and packet circuits have been established with great success. PSK31, Winlink and other new digital modes hold great promise for high volume, high accuracy traffic handling as well, and development work continues in this area.
 
One or more “hotline circuits” may be established between specific points, such as a ARC chapter outside the affected area and one inside. This speeds traffic to its destination and frees up nets for other duties, bypassing the normal NTS net structure.

Outgoing Advisories Have Precedence
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Place a priority on handling “welfare status report messages” (advisories) coming out of the disaster area. One outbound message can prevent many inbound inquiries from clogging the system.
 
Never try to force inquiries into a disaster area. Welfare inquiries should only be passed when higher precedence traffic and outgoing advisories have been cleared. In-bound messages have a poor chance of being delivered for several reasons. In many cases, there is no mechanism for the delivery of welfare inquires. The addressee may be in any number of shelters or have left the area completely. Local phone lines may be out and travel difficult or impossible. Local mail delivery will have been suspended. Be sure that stations in the affected areas are truly able to receive and process inquiries before sending them. The ARC will usually provide guidance on this issue, and it should be distributed via ARRL bulletins.

Accepting "Local" Inquiries
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Sometimes a friend or neighbor will ask you to send an inquiry to someone in an affected area. Unless means for handling Welfare Information messages are established, it is usually wise not to accept them from the public, or do so only with an explicit understanding that chances of delivery are not very good. If the system is up and running, the message may be passed into the NTS at any appropriate point.

Prohibited Message Content
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If you are accepting a message from its author, certain information should be refused or strongly discouraged. Outgoing advisories or responses to Welfare Information messages from the disaster area should never include the person’s home address. Enterprising thieves have been known to listen to scanners and then loot evacuees’ homes.
 
Never handle or deliver a fatality report in any Amateur Radio message. That function is strictly reserved for disaster officials through their own channels. It is also a matter of security. We have all heard the TV reporter doing a fatality story saying, “the victim’s name was not released pending notification of next of kin”. Nothing could be worse than finding out that a loved one had died by just hearing it on television or commercial radio. Again, these types of messages are best left to authorities and agencies who carry the responsibility of delivering them in a safe, secure and respectful manner.  

Other items that should never be sent include financial information, bank or credit card numbers, driver license or Social Security numbers, or any personal details that could lead to identity theft.
 
In some instances, the served agency may allow you to send certain “sensitive” information over more “discrete” modes, such as packet or other digital mode such as D-Star, Winlink or PSK 31, but be sure they fully understand that no Amateur mode can be considered truly “secure.” The served agency is the ultimate authority on which information can or cannot be sent, and by which modes. You will need to make any agency aware in advance that the security of amateur radio communications for confidentiality can never be guaranteed.  

Form ICS-213 And The ARRL Radiogram
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Determining how and when to use each:
 
This has been a subject of some controversy during recent years as to when to use certain forms and when to use others instead. The answer is simple: use whichever form that the served agency generating the traffic requests. For example if you are working for an American Red Cross Chapter and they are asking you to conduct and pass health and welfare traffic, chances are you would employ the standard NTS message form. However if you are working for a local or regional EOC (Emergency Operations Center), and they are in ICS mode of operation, they may ask you to use an ICS 213 form. As discussed earlier, we need to prepare ourselves well in advance for whatever the agency asks for. Remember that “we serve at their pleasure – not the other way around”. By telling a served agency that we only use OUR forms and not theirs is the quickest way to be shown the door.

Click here to view the ICS-213 Form.

A good rule of thumb is to prepare by having an ample supply of all of the anticipated forms (based on your planning directly with the served agencies you will be working with) on hand both at pre-determined served agency locations such as an EOC or ARC Chapter office, and in your go-kits for field use. Always anticipate the unexpected and be prepared to have whatever you even remotely might need on hand when you arrive.   
 
The best way to succeed is to plan in advance by practice sessions, drills and exercises.   Many times table-top exercises where you are working directly with the served agencies can be a great way to get everyone on the same page and working in harmony. These drills and exercises are the place to make mistakes and to learn from them before an actual disaster or emergency hits when every second counts and lives and property may hang in the balance.   These principals can either make or break an amateur radio emergency communications team and amateur radio itself in general.  

References
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See Chapter 7 of The ARRL Operating Manual for more information on NTS. Additional details on ARES and NTS can be found in the ARES Manual, the Emergency Coordinator’s Manual, and the ARRL Net Directory.
 
· Family Emergency Communications Plan:
http://www.ready.gov/make-a-plan
www.redcross.org/get-help/how-to-prepare-for-emergencies/make-a-plan.html

Review
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Welfare messages should be handled in order of precedence (before Routine, but after Priority), with priority given to status messages coming out of the disaster area. Follow the rules of the agency you are handling messages for, particularly the American Red Cross, and observe any moratoriums on Welfare Information messages that they may impose. Give precedence to messages coming out of the affected area. Be careful not to send any sensitive information via Amateur Radio without the express permission of the served agency, regardless of mode.
[bookmark: _GoBack]
Student Activities

1. [bookmark: text3290anc][bookmark: text3274anc]Using what you have learned, develop a single-page set of guidelines for use with your local emergency net. The guidelines are to detail priorities, procedures and prohibitions for handling health and welfare traffic in an emergency.
 
2. Describe how you (an ARES team member) would handle the following situations in an emergency. Justify your answers.
 
· A local emergency worker has discovered two fatalities. He asks you to forward messages to another city informing the families of the victims. 
· A victim of a disaster has lost his wallet. He asks you to send a message to his family requesting his bankcard number. 
· A victim of a disaster has lost her medications. She wants you to contact her doctor and have another prescription sent to a local pharmacist.

Topic 6 Knowledge Review
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In order to demonstrate mastery of the information presented in the topic, you will be asked a series of un-graded questions. There are approximately 5 questions on the following pages in multiple-choice or true/false format. Feedback will be offered to you based on the answer you provide. In some cases, you may be directed back to the area of the topic where a review might benefit you in order to find the correct answer.

Question 1:

Priority should be given to which kinds of messages in a disaster area?
a) Messages coming out of the disaster area. 
b) Inquiries from relatives going into the disaster area. 
c) Fatality reports. 
d) Routine messages.
Question 2:
What organization has official responsibility for the health and welfare traffic function in a disaster situation?
a) Federal Emergency Management Agency. 
b) American Radio Relay League. 
c) Salvation Army. 
d) American Red Cross.
Question 3:
Which is the first choice of the American Red Cross for handling Welfare Information messages?
a) Local Amateur Radio Operators. 
b) Its own normal communication channels. 
c) REACT. 
d) RACES.
Question 4:
During times of high traffic volume, which of the following modes is least preferred?
a) AMTOR. 
b) Packet. 
c) CW. 
d) Fax.




Correct Answers
1	a
2	d
3	b
4	c

