Topic 8i: Confidentiality Issues
[bookmark: text3354anc]
Objectives
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The aim of this topic is to reinforce the fact that Amateur Radio communications can never be considered "confidential" and immune from interception, recording or publication.
 
Student Preparation Required:
 
· None required for this Learning Unit.

Information
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There are times when a served agency will desire to send messages containing information that should be kept confidential. Perhaps it is a list of victims or health information about someone. Irrespective of the mode you use, Amateur Radio communications are open to the public.

You may not hide the meaning of your communications by putting them into codes or ciphers [97.113(a)(4)]. In this context, codes and ciphers refers to text that has been transformed to conceal its meaning. This restriction is consistent with the FCC's obligation under international regulations, to ensure that Amateur Radio communications be made in plain language. Universally accepted abbreviations are permitted when the intention is not to hide the meaning of the transmission.  

We all know that most anyone with a decent scanner can intercept 2m FM voice transmissions - the backbone of emcomm communications. Shortwave listeners regularly listen in to Amateur Radio transmissions on HF bands, and even have their own "listener's QSL" cards called SWLs.
 
Modes such as Pactor II and III (which includes Winlink), PSK, and D-Star are harder to intercept, but it can be done. We can never be sure "we're alone at last" on the frequency.

What Can You Do?

[bookmark: text3847anc]So what can you do if you're handed a message to send out and you are unsure of its content and confidentiality issues?

Be sure your served agency is aware that Amateur Radio signals are
not confidential and cannot be considered so at any time.

Remember you are there to serve the agency and the public. Point out the possible breach of security or confidentiality in the message to the agency and then let them decide. You might also offer any alternative, more secure, methods of communications they could use in this situation.

It is not your job to know all the latest HIPAA (Health Insurance Portability and Accountability Act) rules and other laws involved in your served agency's operations. That can be a whole career unto itself! They should know best what can and cannot be disclosed. But you can be of service by asking them if you see possible trouble before sending. In the crunch of a real emergency, things can and do slip through cracks even with the best of systems. Messages get sent to the wrong people in the wrong places. (Have you ever accidently hit "reply all" to an email?)
 
By asking about a possible breach of confidentiality, you are performing a "last check" service. If they say "go ahead," then note it all in your log and send.  
 
Don't argue - they don't have time for it. Your job is to send and receive messages for them.   Their job is to form those messages. Just be sure they are aware that Amateur Radio signals are not confidential and cannot be considered so at any time.

Personal Messages
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Amateur Radio resources provided at mass shelters should not be prohibited or restricted from being used by shelter residents to contact their friends and family. Person-to-person, Health and Welfare (H&W) messages provide great comfort to shelter residents, and do not compromise shelter resident confidentiality. (ARC Form 5972 even has a check-box for residents to permit their personal information to be shared.)  

Recording

[bookmark: text3863anc]Remember that while Amateur Radio cannot be used for broadcast purposes, Amateur Radio transmissions can be recorded and played over broadcast stations! In disasters, news media does this all the time. Be careful what you say.

References
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· FCC Rules and Regulations for the Amateur Radio Service:
http://www.arrl.org/shop/FCC-Rules-and-Regulations/

Review
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All Amateur Radio communications can be intercepted, recorded and even can be made public.

Student Activities
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1. Discuss with your local served agency representatives the possible types of messages they may want to send that could be "confidential" material ahead of time.
How do they want it handled?
 
2. In your area, what would be the best mode to use what would minimize chances of interception yet provide efficient traffic handling? Why?
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In order to demonstrate mastery of the information presented in the topic, you will be asked a series of un-graded questions. There are approximately 5 questions on the following pages in multiple-choice or true/false format. Feedback will be offered to you based on the answer you provide. In some cases, you may be directed back to the area of the topic where a review might benefit you in order to find the correct answer.

Question 1

Which of the following statements is true?

a) The rules against codes and ciphers are by international regulation. 
b) Using Pactor III provides confidential communications. 
c) If not sure, refuse to send what you think is confidential messaging. 
d) It's permissible to encrypt text and send it via Winlink 2000 Airmail.

Question 2
Amy, a shelter guest, wants to tell her Aunt Martha where she is and that she's OK. Which of the following is true?

a) You cannot send a message with Amy's name. 
b) You cannot send a message indicating where Amy is located. 
c) You cannot send a message giving Amy's medical status. 
d) Unless your served agency objects, get Amy's written permission and send it.

Question 3

Amateur Radio transmissions may not be recorded and rebroadcast by commercial radio stations.

· True
· False
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Correct Answers
1	a
2	d
3	false

