[bookmark: text6447anc]Topic 10c Designing Successful Exercises

Objectives

This topic will assist leaders to:
 
· Identify the basic concepts of effective exercises
· Set appropriate outcome objectives (goals)
· Choose appropriate exercise types
· Create workable exercise plans and communicate them to others
· Effectively evaluate the results of an exercise.
 
This topic is based, in part, on a classic QST article by George Washburn, WA6YYM, a five- year veteran District Emergency Coordinator and Chief Radio Officer of Santa Clara County, California.

Student Preparation Required
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FEMA Classes:
 
· IS-120.c An Introduction to Exercises
https://training.fema.gov/is/courseoverview.aspx?code=IS-120.c
 
Note: This course replaces IS-139: Exercise Design in the FEMA Professional Development Series.

Information
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They might be called “drills,” “exercises,” or “tests.” Whatever they are called, these periodic practice sessions serve three key purposes:
 
1.             Introduce and practice specific skills
 
2.             Measure specific performance.
 
3.             Dedicate specific exercises to specific areas of needed training.  
 
For the purpose of this topic, we will refer to them as “exercises.”

Exercises are particularly important tools used to measure the readiness of groups. They provide low risk – if not always low stress – opportunities for the leadership to determine what works and what needs further development, and for participants to sharpen their communication skills. This is why the ARRL strongly recommends participation in its annual Simulated Emergency Test (SET) and Field Day events.
 
Exercises are only valuable if four conditions are met:
 
1.             The goals of the exercise are clearly articulated (what do you want to test?)
 
2.             The correct type of exercise is chosen and designed (the method you choose to test it)
 
3.             The exercise plan includes a definite means for measuring and evaluating the results
 
4.             Feedback and evaluations of exercise performance are promptly received from, and then shared with, all participants.

Exercise Goals
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To be meaningful, exercises must have clearly defined goals. These could include:
 
· Introduction of new procedures or skills
· Testing a particular skill or network element
· Re-testing some aspect of a prior exercise to measure any improvement in performance
· End-to-end testing of a network system
· Total system response to a given situation.
 
New concepts or skills that are large or complex should be introduced in stages. For example, four SETs in Santa Clara County, California progressively tested the use of a new packet radio Emergency Bulletin Board System (EBBS) that links each city’s Emergency Operations Center (EOC) to the County EOC and local Red Cross chapters.

The goal for the first SET was simply to expose EOC radio operators to this unfamiliar system. The next SET tested operator skill with EBBS use and introduced the new countywide net plan. In the third SET, the Operational Area Damage Assessment form was introduced. City EOCs sent local data via the EBBS so that a countywide damage assessment could be compiled at the Operational Area EOC.
 
The final SET added the dimension of field damage reporting by voice radio to city EOCs with transmission of summary data by packet to the Operational Area EOC on the EBBS. This exercise closely simulated a primary role for ARES/RACES in Santa Clara County – the gathering and transmission of damage assessment information to the State Office of Emergency Services. This information is used to request the gubernatorial Declaration of Emergency necessary to obtain state aid for stricken areas.

Choosing The Type of Exercise
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There are three types of exercises commonly used by groups: tabletop, functional, and full- scale. Which one you choose depends on your goals. Tabletop and functional exercises are both excellent ways to introduce new procedures and systems. Full-scale exercises can test multiple systems working together, and help simulate the stresses that occur to network operations during a disaster.
 
Your first few exercises should never be full-scale. Begin with smaller exercises that focus on individual elements of the larger goal. Once each element has been tested, put it all together in a full-scale exercise.

Choosing The Type Of Exercise - Tabletop
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Tabletop exercises are especially valuable for introducing new procedures or techniques in a classroom setting. Their primary limitation is that fewer participants can be directly involved (though non-participating members of your team can usually observe the process). An upside for this type of training is that discussions can be brought forth on the spot so that goals are met and weaknesses can be turned into strengths.
 
Tabletop exercises are essentially role-playing meetings. After a classroom training session in which the skill is taught, it can be “tested” in a tabletop session. With one person serving as facilitator, participants representing various locations or functions review their roles or respond to questions from other participants.  It is also an opportunity to have members change roles and exercise new skills. No timeline is required although the discussion should follow a typical sequence of events. Tabletops allow the participants the luxury of interrupting the exercise to discuss any aspect of the drill. They are the best way to introduce new procedures because the feedback is immediate and heard by all present.

Choosing The Type Of Exercise - On Net Exercises
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Using a pre-determined net for an actual on air exercise can be a good learning opportunity.   Since repeater systems are often prone to fail during an actual emergency where simplex operation would then go into play, try “pulling the plug” on the repeater without notice thus FORCING the use of simplex. Always expect the unexpected! This will tell you who can talk to who, who cannot talk to NCS, who needs relay and so on.   

Choosing The Type Of Exercise - Functional
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Functional exercises may utilize the same facilities as full-scale drills, including EOCs and live radio nets, but they are more limited in scope. Most participants perform their typical roles, while a smaller group serves as “simulators”, feeding scenarios, data, and messages into the system. Functional exercises can also be run with all participants communicating from their homes, simply adopting the roles they would have in a full-scale drill.
 
One station can facilitate a functional exercise, much as in the tabletop exercise. Functional exercises held on the air can be scaled to allow as many or as few participants as the exercise designers choose.  Leaders can monitor the exercise for its training value, and provide an immediate post-exercise critique.
 
Consider tabletop or functional exercises as multiple mid-term events to be held before an annual full-scale SET. They provide low-stress training opportunities which can be adjusted as they progress, something which is nearly impossible during full-scale exercises.

Choosing The Type Of Exercise - Full-Scale
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Annual SETs are often full-scale disaster communication simulations with operators responding to EOCs and field locations. They are fun, challenging, complex, and prone to significant failure, especially if a new or unfamiliar procedure or system is included. While identifying areas that need improvement is a valuable part of any exercise, it is equally important that volunteer participants have a positive experience. The goal of a full-scale exercise should be to evaluate how well all the individual components of a system work together. Consider a full-scale exercise only when individual systems or tasks have been adequately tested on a smaller scale.

Design Elements - Scenario Evolution
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The success of any exercise is directly related to the amount and quality of planning that goes into it. Keeping in mind the goals of the exercise, a number of exercise design elements will need to be considered.
 
1.             Scenario evolution – Each simulation needs a starting point, one or more tests or challenges in succession, and an ending point. Think through your simulated situation in detail while keeping in mind the goal of your exercise.

This is an example of a complex full-scale hurricane scenario.
 
· (If there is one) issuance of a warning (starting point)
· Preparation (planning and deployment test)
· Evacuation monitoring and reports (network test)
· Initial damage reports (network test)
· Shelter overload and supply shortages (network test)
· Communication failure at local hospital (challenge)
· Actual cause of the emergency ends (coffee-break!)
· Further damage reports (network test)
· Health and Welfare traffic increases (network test)
· More shelters are opened for homeless (network test, asset challenge)
· National Guard moves in, requests communication support (asset challenge)
 
And so it goes until demobilization occurs…
The exercise is evaluated and feedback given to participants.

For each element presented on the previous page you will have to create in advance some background information, and a number of messages and specific events to simulate a realistic situation. Since this is usually a “compressed time” exercise, you will not need to generate as many messages or events as might really occur. Depending on your goals, you might choose to “throw a monkey wrench into the works,” such as a repeater failure, an EOC flooding out, power failures, and so on, to test backup systems and team flexibility. If you do this, however, be sure to warn participants ahead of time to expect some challenges, without giving away the actual problems. Surprises add stress, and this might not be desirable in a situation where they are not as mentally ready as they would be during an actual disaster.
A smaller tabletop exercise might only have a few elements. The following section-level exercise is designed to test the EC’s decision-making process when certain routes become unavailable. One goal of the exercise is to see if cooperation will occur between ECs to reroute messages around failed circuits.
 
· The event is described to the group – a storm has knocked out power and telephone service to several counties. The group is asked to establish communication between municipal EOCs and the State Emergency Management EOC at the capital.
· Each EC is asked to choose his/her primary route for messages to the capital. Routes are illustrated on a whiteboard map.
· The “event simulator” introduces various problems – key repeaters or nodes out of service.
· ECs are asked to choose alternative routes.
· ECs are evaluated on their solutions during the exercise.
· The entire group discusses the results at the end of the day.

Design Elements - Network Design
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2.             Network design – Consider the communication networks you wish to test. Will it be only one or two, or every network in your emergency response plan? For instance, if you are testing a communication failure between a triage center and a hospital, you might have both a discreet (digital mode) and tactical (voice mode) net. Be sure you have considered all possible communication paths that might be needed for the scenario to work as intended. This is an excellent opportunity to utilize newer digital modes such as D-Star, PSK-31 among others.  Often switching modes during an exercise provides the chance to test such changes “on the fly” which may be necessary during an actual emergency or disaster.

Design Elements - Asset Assignment
[bookmark: text10971anc][bookmark: text8030anc]
3.             Asset assignment – Among your assets are your team members and available equipment, as well as operating locations and facilities. Design the exercise with both in mind. If facilities are to be used, such as EOCs, be sure you make plans for access with appropriate authorities well in advance.
 
Unless you are planning the full-scale simulation of a complete disaster response, make sure everyone knows where they are supposed to be and when, and what equipment they will need. Not every exercise needs to be a full simulation of emergency conditions – remember your exercise’s specific goals.
 
It is OK to design an exercise that overwhelms your assets, but only if it is one of the exercise’s goals. If it happens by chance, it can prevent the exercise from meeting its primary goals.

Design Elements - Pre-Exercise Communication
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4.             Pre-exercise communication – For your exercise to proceed according to your plan, the participants and others who will be affected must be notified well in advance. How much you tell each participant in advance will depend on the goals of your exercise.
 
Develop a written “in-house” plan with full details of the event for use only by planners and simulators. Create an outline listing the date and time, goals, scenario, responder locations, message types, net structure, scoring, and exercise evaluation criteria.
Develop a complete exercise package for use by the simulators, including a complete scenario. It should include:
 
· Detailed description of the simulated incident
· List of conditions affecting field responders, such as whether their response will be impeded by simulated events
· Timeline with start and stop times, timing of messages to be sent or generated
· Radio plan with the function of each net, primary and alternate net frequencies and CTCSS tones
· Instructions for field responders
· Supply of appropriate forms.
 
From the full outline, write an announcement of the exercise with the “who, what, when, where, and why” questions answered. You may need to list specific equipment participants will require. Be sure to indicate the level of challenge and stress to be encountered so that participants can be mentally prepared. Send this to all participants or to local ECs to be forwarded to their local members.

Design Elements - Exercise Participants
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5.             Exercise participants – Santa Clara County has long followed the practice of naming a simulator in each jurisdiction to receive the entire exercise package. Other participants receive only a brief overview of the exercise since, in a real incident, they would not know the entire sequence of events. In some cities, the EC appoints a simulator. In others with different training needs, the EC takes the simulator role and appoints an Assistant EC to assume command. To facilitate this process, all documents except the general announcement and instructions are sealed in an envelope that is opened only by the simulator at a designated time.

Design Elements - Time Compression
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6.             Time compression – You seldom have the luxury of running an exercise in “real time.” A complete hurricane evolution might take days. The timeline will need to be compressed to fit into your exercise period. For instance, you can limit the number of messages, eliminate travel time, and introduce certain events more quickly than they would normally occur. The real time between a hurricane watch and warning might be days. In your exercise it might be compressed to the time necessary to test those plan elements that would normally occur between the watch and warning.
 
Certain actions might only be verbalized to save time. Instead of sending a repair team to “fix” a broken repeater, you might talk about how long it could take and which resources it would tie up.
 
Participants might already be on site instead of responding from home. When the activation order comes, they would simply list the actions they must take to respond.

Design Elements - Measurement and Evaluation
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7.             Measurement and evaluation – If you complete an exercise, but you have no way of measuring the performance of your operators and systems, you will have lost much of the value of an exercise. This must be done during the planning phase, not after the exercise is over.
 
Once you have set specific goals and designed the exercise, the next step is to devise a means to objectively measure your success, and then evaluate the resulting information to identify areas needing improvement. Measurement should use some form of numerical scoring. For instance, you could score the percentage of messages delivered correctly and without errors, give points for on-time setup, for the percentage of teams participating, and so on, depending on the goal you are evaluating. In addition to formal measurement, informal comments and feedback are invaluable to understanding the numerical results. If a particular score was low, what conditions caused it to be low? Was it due to equipment failure or a need for additional user training?

Who will do the measuring? One method is “self-scoring.” Provide a measurement and evaluation sheet in a sealed envelope to each team, and ask them to open and fill it out after the exercise is over. You can provide a space on the form for self-evaluation comments. Another method uses an independent “exercise evaluator” who observes the operation and scores the team’s work. This person can also act as the “simulator,” introducing elements of the exercise to the group one at a time.
 
If you plan to compare results from one exercise to another, it is important to use a “standardized” scoring system that allows you to compare results from two or more exercises in a meaningful way.

Exercise Feedback
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Letting exercise participants know how they did is critical to success. Doing it in a timely and positive manner is equally important.
 
Tabletop exercises provide immediate feedback to all participants by their very nature. On-the- air functional exercises can be immediately followed by critiques. Full-scale exercises, on the other hand, are usually of such a large scope that the demobilization process precludes an immediate critique. ARRL-sponsored SETs have reporting requirements that contribute to delays in providing feedback.
 
In Santa Clara County, the SET scores and a summary of observations are posted on local packet bulletin boards within twenty-four hours and later they are printed in local club newsletters. During the subsequent weekly training net, an on-the-air critique of the exercise is made. Finally, exercise review is on the agenda for the next quarterly countywide meeting of all Emergency Coordinator/Radio Officers (EC/RO).

Finally, leaders should hold their own evaluation taking into account all the feedback from participants and evaluators. Compare the group’s actual performance with the exercise goals. Identify any elements that worked well, and those that did not. Be careful to keep comments as positive as you can. Discuss actions, not people. If personnel changes need to be made as a result of the exercise, the responsible leader should do it quietly and privately. Determine the cause of specific failures and suggest specific ways to improve. Create an “action list” of specific changes or improvements to be shared with the entire group, and a plan for accomplishing them.





Reference Links
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For more information on any of the elements presented, please consult the following links:
 
· ARRL Manual:
www.arrl.org/ares
 
· The ARRL Emergency Coordinator’s Manual:
www.arrl.org/files/file/Public%20Service/ECMANUAL.PDF

Review
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While exercise design is complex and time-consuming, your design team can usually build on prior exercises. The value of any exercise is wholly dependent upon the effort that the exercise design team puts into it. The key elements are a clear understanding of exercise goals, a consistent approach to exercise preparation, and clear and concise communication of the exercise's goals and methods to the exercise team. Timely posted exercise evaluations and critiques allow you to fine-tune and improve performance each time.

Student Activity
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1. Develop a “tabletop” training exercise for a single concept. In your design statement be certain to identify (a) the object of the exercise, (b) the instructional method or process, and (c) the means of evaluating the learning of the participants. [Guideline: Be certain that (a) and (b) and (c) are mutually supporting or compatible.]

[bookmark: _GoBack]Topic 10 Section C Knowledge Review
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In order to demonstrate mastery of the information presented in the topic, you will be asked a series of un-graded questions. There are approximately 5 questions on the following pages in multiple-choice or true/false format. Feedback will be offered to you based on the answer you provide. In some cases, you may be directed back to the area of the topic where a review might benefit you in order to find the correct answer.

Question 1

Which of the following is not critical to designing a successful exercise?

a) The goals of the exercise must be clearly articulated. 
b) The right type of exercise must be designed. 
c) Feedback on exercise performance must be promptly given to all participants. 
d) Participants must be permitted to correct their own tests.

Question 2

Which of the following categories of exercises provides the most immediate feedback to participants?

a) Table top 
b) Functional 
c) Full-Scale 
d) SET

Question 3

In debriefing an exercise, which of the following should leaders avoid?

a) Taking into account feedback from all participants. 
b) Comparing the group's actual performance with the goals of the exercise. 
c) Discussing people, not actions. 
d) Creating an “action list” of specific changes to be shared with the entire group.

Question 4 

How should feedback be presented to the participants? 

a) In a positive, timely manner. 
b) Employing the psychological technique known as “classical conditioning.” 
c) Criticism should be directed at participants personally and in front of everyone else. 
d) During the exercise itself by the exercise coordinator.

Question 5 

Developing a means for assessing the results of an exercise is associated with which design element?

a) Scenario evolution. 
b) Network design. 
c) Asset assignment. 
d) Measurement and evaluation.




Correct Answers
1	d
2	a
3	c
4	a
5	d

