Topic 1: Amateur Radio Relevance in a Changing World
[bookmark: text357anc]
Objectives

Welcome to Topic 1. 

After reading the content of this topic, you will be prepared to deal with the changing needs of served agencies in a post-9/11 world. You will recognize the changes that continue to take place in the emergency response community, and how they present new challenges to Amateur Radio emcomm groups.
 
Student Preparation required: IS-800
 
· Required supplemental course for this section:
IS-800.c   (National Response Framework)
[bookmark: _GoBack]Course Length: 3 hours
https://training.fema.gov/is/courseoverview.aspx?code=IS-800.c

Changing Times
[bookmark: text186anc]
A telecommunications professional once observed that, “more than at any time in the 
history of technological development, the world is witnessing the emergence and 
proliferation of new communication modes and media. Much of the new technology is 
user friendly and very efficient.”

The Internet now offers a means of sending large volumes of messages and data quickly and efficiently over redundant routes with little likelihood of total systemic failure. Federal, state and local agencies are investing in interoperable, flexible, and survivable communications networks. The American Red Cross and other organizations have vastly improved their capability for on-site communications. Satellite phones and data links rely on little infrastructure. Cellular providers now have mobile cell sites ready to deploy, and key public safety personnel have priority access to both wireline and cellular direct-dial service. Most politicians and inexperienced planners will think that this huge investment brings invulnerability – at least that's what the salesmen told them.
 
In the face of these developments, is Amateur Radio still useful as an emergency communications tool? With the efficiency of regular agency methods for message handling rising, will Amateurs be able to meet the increased expectations they create?

In March 2004, the Department of Homeland Security announced the SAFECOM program, a wide-reaching initiative to ensure interactive and reliable wireless communication systems that will meet the needs of modern public safety agencies, both in day-to-day use and during major emergencies. The nearly 200 page program document covered voice, data, and video communications, both radio and wireline, and sets the stage for the creation of a communications network unlike any seen before. It also mentions Amateur Radio prominently as a key part of several disaster scenarios. There are also numerous other agencies who have now also added provisions for making Amateur Radio backup as part of their emergency plans.
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Still Vulnerable
[bookmark: text200anc]In many areas, new and sophisticated communication systems have been implemented or built, and they can handle more traffic volume, more efficiently, and more quickly. Some relied entirely on fragile local commercial infrastructure and other cellular types of systems or the Internet. A few are less vulnerable to damage. But that too is changing. Blackberry devices now can provide three levels of redundancy, traditional cellular telephone, SMS (Simple Text Message) and PIN to PIN direct messaging that does not use the cellular system infrastructure, but is part of the RIM’s network. Some Blackberry units also permit usage on the NexTel system. When the traditional cellular system is clogged with voice traffic, less signal needy SMS is an alternative-but this can also experience delays with vast amounts of users. PIN to PIN is the final solution at this time on this network. This is why so many public safety practitioners use this. While the Internet is fragile in the sense that a local fiber could be cut or a hub damaged or destroyed, the exact nature of the Internet is that there are many redundant connections and back-hall paths for the data.
 
(Blackberry is a registered trademark of Research In Motion Limited)
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However, there are still some critical weaknesses. Very large-scale devastation could still wipe out a portion or all of an area’s key communications facilities, as was demonstrated in Hurricane Katrina. Localized problems can happen, however even if the facilities continue to function, their system may not be able to handle the workload. Many of these new systems have not been tested under realistic disaster conditions, and may not be until the “real thing” occurs.
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                                            Hurricane Katrina as seen from          Hurricane Katrina ravaged much of the Gulf
                                            space on August 28, 2005	            Coast including this Mississippi neighborhood
 
The greatest vulnerability in most disasters for communications systems lies in “the last mile” – the area directly affected by the disaster. Except in a highly unlikely “Armageddon” nuclear war scenario or a very clever (and lucky) terrorist attack, regional and national infrastructure is likely to remain intact. It is on the last-mile element that amateur emcomm groups need to focus their primary efforts, while not forgetting that larger disasters are indeed possible.

Knowing Your Customers
[bookmark: text214anc]
In 1998, the ARRL sponsored several conferences around the country to bring served agency representatives and ARES leaders together to assess two troubling questions:
 
· How will Amateur Radio continue to play an important role in providing emergency communications in the face of new technology, and the greater capabilities of such systems as the global mobile-satellite services?  

· What could our served agencies offer to help us adapt to their evolving needs? Several major agencies participated:  
 
· American Red Cross local and national staff
· The Salvation Army
· County and state emergency management
· National Weather Service
· Forestry departments
· Public safety (state police)
· The National Hurricane Center

Cross-Training Adds Value To Our Contributions
[bookmark: text218anc]
While more than 10 years old, the following points, partly based on conclusions from these conferences, remain very valid.
 
Especially in the case of the American Red Cross, amateurs can increase their value to the agency by taking advantage of training offered for other disaster relief functions: damage assessment, shelter management, mass care and feeding, for examples.
 
Traditionally, amateurs have been reluctant to perform functions unrelated to their primary radio communication interest and training. Indeed, ARRL literature has cautioned amateurs against providing unrelated services, encouraging them to concentrate on their role as radio communicators only. This caution was founded on a healthy concern that amateurs performing unrelated functions for which they were not trained would become liabilities instead of assets, and cause Amateur Radio to lose credibility.
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However, if we do not broaden our perspective on Amateur Radio’s traditionally limited role, we minimize our utility and risk finding ourselves outside looking in when it comes to serving agencies engaged in future disaster relief. Proper training and certification in the various functions are the keys to a successful bid for greater utility and corresponding perpetuation of our public service tradition. Hams can expect to be asked to participate in non-traditional activities in the future, to make them more valuable to served agencies and the public at large. However, these activities must include radio communications, such as being a member of a Disaster Assessment Team, Search and Rescue, CERT team or driving a radio-dispatched bus or delivery vehicle.

Integration Of Amateur Systems With Internet Systems Will Increase Utility And Value
[bookmark: text226anc] 
ARRL committees have long proposed greater integration of Amateur Radio systems with other telecommunication assets and changes are happening. APRS, an Amateur Radio developed technology, now incorporates computers, the Internet, weather sensor systems, and GPS. EchoLink and the Internet Repeater Linking Project (IRLP), among others, connect Amateur FM systems together using the Internet. The new D-Star Amateur Radio digital voice and data protocol promises a better and faster means of local and regional communications. The Winlink 2000 system uses HF PACTOR, FM packet, and the Internet to create a robust “last mile” or “around-the-world” message delivery system that links Internet e-mail servers to Amateur Radio, even when portions of the Internet are down.  
 
(PACTOR is a registered trademark of SCS, Germany)
 
Hybrid radio/wireline systems such as these may represent an opportunity to enhance our contributions to served agencies for the future. Emergency managers and National Weather Service personnel appreciate the value of these and similar systems in gathering information, and supporting communications from locations not well serviced by their own systems.
Although the potential is certainly there, few emergencies completely disrupt Internet access to a wide area. This means that in all but the most serious situations, your local Internet connection is likely to remain usable at some level. Internet “gateway” locations should be chosen carefully to maximize their chance of survival, and backup locations further decrease the likelihood of a disruption. However since such vulnerability does exist, systems such as Echolink and IRLP, which are dependent upon the availability of the Internet should not be made primary, but rather a good source for backup or auxiliary choices as long as Internet service is still available. If the connection is lost, amateurs can fall back to more traditional methods such as manual message handling via the National Traffic System (NTS), or access Internet based services in unaffected areas using radio links via the Winlink 2000 system.

Cross-Training With Agency-Owned Radio Systems Adds Value in the EOC
[bookmark: text238anc] 
One stated purpose of the Amateur Radio Service is the creation of a “pool of trained radio operators.” A Florida emergency manager said he had a need for operators who are capable of operating all communication systems in the EOC. “When hams come in, they should be prepared to operate anything.” Of course, this will vary from agency to agency.  

Thus, we may not only need to integrate amateur systems with other systems, but we may also want to consider training ARES volunteers to develop proficiency with new systems that do not directly integrate with Amateur Radio. Amateurs have often been asked to operate agency radios. Do amateurs know what a trunked radio system is, and how to use one? Could your volunteers install or operate a satellite telephone terminal to relay messages? When the dust settles after an emergency, we will be remembered for how useful we were to the overall response, not whether we were using our own frequencies or the agency’s.

We should continue to emphasize our role in providing interagency 
communications during multi-agency responses.

Despite the institution of new interoperable telecommunication technologies, responding agencies are often still unable to communicate with one another at a disaster site. Since 9-11, emergency response agencies at all levels of government are mandated to build interoperable communication systems, but they will take time to deploy and perfect. In the meantime, this is a perfect function for Amateur Radio operators. Long term, ARES can still be a backup provider.
 
At the same time, be aware of the problems of "multiple hats." In too many cases, one person has taken on several roles. This happens when we are short of volunteers and long on empty positions. For example, an EC is also a PIO, or a police dispatcher has also served as your net manager. Perhaps your AEC is also a shelter manager. When a crisis comes which involves more than one group activating - who will they actually serve? Where is their allegiance? One person = one job is a very good management limit. You are better off limiting what you promise you can do than getting caught short handed in a crisis.

Amateurs Need To Present A Unified Front To The Agencies They Serve
[bookmark: text252anc] 
"We have met the enemy and he is us!" was a line from the comic strip Pogo. In this case, hams are often their own worst enemies. Infighting about turf, modes, titles, and a host of other trivia has made us look very bad to the public far too often. Emergency leaders have neither time nor patience for such antics. From our clothing to our speech, Amateur Radio groups must present a coordinated, unified, professional face to served agencies. We need to remember that while our name “amateur” implies that we are substandard, we are professional in every sense of the word. The word “amateur” should only refer to the fact that our services are not charged for.  

Amateurs Should Emphasize The Unique Decentralized Nature Of Amateur Radio
[bookmark: text256anc] 
Radio amateurs are already geographically dispersed throughout the areas to be affected by disaster - which is the whole country. They are found in just about every neighborhood across the country. They are already everywhere that relief agencies would like to be, but cannot, because of obvious limitations. Amateurs need to reaffirm this unique value of Amateur Radio when “selling” their services to potential served agencies.
 
The value of decentralized radio services such as Amateur Radio has been recognized internationally by entities such as the Working Group on Emergency Telecommunications (WGET), part of the United Nations organization. Not everyone will own a portable satellite phone, at least not in the near future, owing to expense, and the fact that they are not yet proven, reliable devices. There also are not enough satellites, and there may never be. We still hold a monopoly over low cost, survivable, widespread decentralized communications resources.

Expanding Our Client Base With New Agencies Will Maximize Opportunities For Amateur Radio
[bookmark: text260anc] 
Amateurs seek out opportunities to serve agencies. By seeking new and possibly nontraditional entities to serve, some ARES groups are now working with school systems, hospitals, convalescent centers, senior citizen homes, and neighborhood centers. However there is a danger here also that needs to be recognized. Amateur Radio cannot be used for business purposes, by employees for a business, or in a pecuniary way- even in an "emergency." (One way to think of it is: If they get money for it - it is pecuniary.) We will deal with these issues in depth later in this series.  

Amateur Radio is not a "cheap alternative" for organizations that should be developing 
their own emergency systems.

[bookmark: text264anc]More recently, FEMA created the Citizens Corps which, in turn, created Community Emergency Response Teams (CERT) so neighbors can effectively help each other in times of disaster when police, fire, and rescue agencies are overwhelmed. The ARRL has a Statement of Affiliation with Citizens Corps to provide communication support for CERTs. With this in place, many CERT groups have begun calling upon Amateur Radio to train neighborhood CERT members in proper communications protocol and how to become good communicators. Through these efforts, many CERT members are obtaining amateur licenses in the process. It is up to us to see that CERT leadership is made aware of our capabilities and how the two services can aid each other.   

[bookmark: text269anc]In planning for a meeting with agency representatives, consider the following: Amateurs must be trained and ready to handle longer, complex messages, more quickly. With the advent of the National Incident Management System (NIMS) standards, all federal, state, and local agencies will be using standardized forms for interagency communications. One example is the ICS-213 general message form, and many more such standardized forms are being created daily. This will mean a greater emphasis on error-correcting digital modes, automated routing, and software designed to accept and convert a variety of software file formats for transmission. However, traditional manual systems, despite their slowness and labor-intensive nature, will still need to be maintained as a last-resort backup.
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[bookmark: text273anc]Amateur Radio is an essentially free resource for served agencies. While additional paid reserve personnel and spare radio equipment might be one solution to expanding a communication network during a disaster, it is not always an affordable one. Even if an agency could afford the extra manpower and equipment, radio spectrum cannot be held in reserve. In addition, many of the skills amateurs possess cannot simply be taught in a classroom to uninterested persons. Passion for the vocation is part of what makes hams so capable. Hams have the skills to make expedient field repairs, to understand why a radio signal is not making it to its destination, and know how to solve problems. Amateurs have modes and skills far beyond just talking into a microphone. This can often be demonstrated by inviting served agency leaders to attend and be part of planned drills and exercises performed in advance as part of an educational process. Such invitations can show Amateur Radio’s capabilities and that of its members to those who may be unaware of not only what we can do but how we do it.

[bookmark: text9159anc][bookmark: text277anc]Think of Amateur Radio communication support as a “product” to be marketed and sold. A business-like approach to the relationship with served agencies is important. When any supplier has a product to offer, they do four things:
 
· Through marketing research, they learn what the customers’ wants and needs are.  
· Then, they develop a product to meet those needs.  
· Once they have a product ready to go, they create an advertising campaign to make potential customers aware of their product’s benefits.
· They constantly adapt and change their model to fit the ever-changing needs of the customers.

Amateurs can (must!) do the same thing. Through a continuing dialog with served agencies, determine what their needs will be. Even where an agency is not currently working with hams, you may be able to determine their needs by talking with other similar agencies. Create a communication plan and training program that will help meet the agencies’ needs, and then create a way to help "sell" the program. This can also be a good opportunity for an Amateur Radio Public Information Officer (PIO) to become involved.
 
Use PowerPoint presentations, scripts, audio and video clips, and other resources provided by ARRL's Public Relations office designed for you to modify for your particular audience. You'll find these helpful resources at: www.arrl.org/pr-tools-for-pics-and-pios.  Look for printed brochures and display items in our Brochures Handouts and Exhibit Supplies store at www.arrl.org/shop/Forms-and-Media-Warehouse/.  The ARRL also now offers a complete course in public relations known as PR-101. Details are available on the ARRL website at www.arrl.org/pr-courses.
 
Create your own promotional material or modify the host of materials available to you through ARRL HQ. Keep it accurate. Be realistic. Identify a need, and offer a specific solution. Do not claim skills, membership, or other resources you cannot absolutely count on. If agencies need something you do not have, suggest that you may be able to develop a solution over time if you work together. Under-promise and over-deliver.

Professionalism Is Critical
[bookmark: text285anc]
While hams are not paid communications professionals, our behavior and skills should be nothing less. Little else damages our reputation like an unprofessional attitude. Volunteers of all kinds have a bad reputation for “wannabe” behavior and an inappropriate appearance. Police and fire personnel pride themselves on their professional look and demeanor, and they do not want volunteers to detract from that image or impede them in their work. Here are some suggestions: 
 
· Know your place – you are not sworn police officers or firefighters  
· You are there to meet THEIR needs, not yours   
· They define their needs, not you   
· Dress as they want you to – not as you would like to   
· Most important, leave your ego at home. You are not in charge  

In Summary...
[bookmark: text289anc]
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As Steve Coffey KB1NRP demonstrates, part of the response to Katrina from 
ARRL HQ involved shipping repeaters and other ham gear donated by 
manufacturers to the stricken areas along the Gulf Coast.

While public service communication systems have come a long way in the last few years, there is still a need for Amateur Radio support. Served agency systems will still fail, and they will never have enough trained operators on the payroll to meet their needs during a disaster. However, if we are to remain a viable option for these agencies, we must have the right attitude and approach to the situation. We must be able to do more than operate Amateur Radio, and we need to look at new and innovative solutions. While avoiding business uses, develop solutions to the agencies’ needs, package them, and sell them as you would any other product. Under promise – over deliver.

References
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Review
[bookmark: text306anc]
Despite significant advances in public safety and disaster response communication systems, there is still a place for Amateur Radio emergency communications. Budgets are tight, and not every community will have the latest systems in place. Infrastructure, regardless of how well built, is still vulnerable, and the “last mile” is the weakest. Agencies still need trained reserve communicators. Amateurs need to build networks and systems that meet the changing needs of served agencies, present their capabilities well to agencies, and better train their members to meet those agency needs.

Student Activities
[bookmark: text298anc]
1. Before your emcomm group can offer services to agencies within your area, you must be clear on a number of things. For purposes of the following, assume that yours is a new emcomm group.
 
· Make a list for yourself of at least five things you must know about your group before you make an offer of services to an agency.   
· Make a list of at least five things you must know about the agency before you make an offer of services.  
 
2. Outline a “sales presentation” which you might make to an agency in behalf of your emcomm group.
 
· Detail the “promises” you would make to an agency.   
· Detail the promises you would avoid making to an agency.   
· Listen to HAMWORKS30.mp3
· Talk to your local ARRL Public Information Officer and ask to look at their copy of "Talk on a Disk" to see presentations that others have used in explaining our role.

Talk on a Disk
 
This CD disk, which is frequently updated by the ARRL’s PR Department, contains all the materials you need to make a good PowerPoint presentation before a non-ham group. It has the slides and also supportive audio and video files. It can make almost anyone look good in front of a group. Just follow the script! Or, you can modify it to meet local needs. You can also find the contents on the ARRL web site at: www.arrl.org/talks.
       
3. List at least three critical challenges faced by emcomm groups that have arisen since Hurricane Katrina and be able to describe the actions your emcomm group must take to meet each of these challenges.  

Topic 1 Knowledge Review
[bookmark: text622anc]
In order to demonstrate mastery of the information presented in the topic, you will be asked a series of un-graded questions. There are approximately 5 questions on the following pages in multiple-choice or true/false format. Feedback will be offered to you based on the answer you provide. In some cases, you may be directed back to the area of the topic where a review might benefit you in order to find the correct answer.
Question 1:
Which of the following pieces of advice is not recommended when working with a served agency?
a) Know your place
b) Serve the agency's needs rather than your own
c) Be a commanding presence: take charge 
d) Leave your ego at home
Question 2:
Which of the following statements is true of the ICS-213?
a) ICS-213 refers to a new dual-band, hand held radio. 
b) ICS -213 refers to a new 800 MHz trunking system. 
c) ICS 213 is a general message form. 
d) ICS-213 is perfect, and will work for all traffic and message traffic.
Question 3:
CERT stands for which of the following?
a) Communications Emergency Responders Team 
b) Clearly Emerging Radio Technologist 
c) Citizens Emergency Response Team 
d) Community Emergency Response Team
Question 4:
In March 2004, the Department of Homeland Security announced the SAFECOM program. The program specifically covers which of the following?
a) Wireline and radio voice, data, video, and Amateur Radio 
b) Voice, cable, data and Amateur Radio. 
c) Voice, fiber-optics, data and Amateur Radio. 
d) Cable, trunk systems, voice and Amateur Radio.
Question 5:
In the post 9-11 era, which of the following statements is not true?
a) In the event of widespread disaster, the “last mile” in communications is the most vulnerable. 
b) The era will bring a greater emphasis on error-correcting, digital modes of communication. 
c) Traditional manual systems of communication need not be maintained. 
d) NIMS will help to standardize interagency communications.




Correct Answers
1	c
2	c
3	d
4	a
5	c
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